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Synthetic data provider 
company founded three 

years ago, with 17 
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Founded in 2018
Berlin-based startup, 
operating all over the 
world, with a focus on 

Europe.

Berlin-based startup
Serving clients over a 

large variety of 
industries: finance, 

healthcare, insurance, 
telecoms.

+30 clients worldwide
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Benjamin Nolan, Head of Business Development  

Ben works with Statice's partners to help them overcome their data 
access and privacy challenges.  

Speakers
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Emna Amor, Product & Engineering Manager

Emna is Statice's go-to expert on deep learning matters with a 
focus on machine learning and model performances.

Dr. Matteo Giomi, Privacy researcher

Matteo leads the research on the privacy side and ensures our 
synthesization technology remains ahead of the privacy research. 

https://www.linkedin.com/in/emna-amor/
https://www.linkedin.com/in/matteo-giomi/
mailto:ben@statice.io


The need for data agility 
in insurance

 •  Opportunities & challenges
 •  Synthetic data

Agenda

I. II. III.
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SD performances for 
machine learning

 •  ML applications
 •  Performance evaluation

SD and privacy 
preservation

 •   SD as anonymization
 •   SD and Differential Privacy
 •  Measuring SD privacy



Part 1

The need for 
data agility in 
insurance
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Data in Insurance
Opportunities

6
Big Data for Insurance

Harnessing the potential of data in insurance

1. Increased agility of operations
○ Using modern data methodologies allows insurers to react faster to 

changes in their customer base and their product risk. 

2. Improved customer experience

○ Using data enables improved customer experiences like relevant 

x-sell/upsell, churn prevention, and customer service. 

3. New business models

○ Using data unlocks new business models like usage-based 

insurance or behavioral pricing.

https://www.kdnuggets.com/2019/07/big-data-insurance.html
https://www.mckinsey.com/industries/financial-services/our-insights/harnessing-the-potential-of-data-in-insurance


1. Data access
○ Access to sensitive data is heavily restricted, with long compliance processes 

associated with getting access, or access not possible at all. 

2. Data usage

○ Usage of sensitive data is generally limited to the initial collection purpose.

3. Data sharing

○ Sensitive data cannot be shared in most circumstances with 3rd parties, or even in 

many cases with other divisions of the organization.

Data in insurance
Challenges
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Data in insurance
Risks
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1. Organizational

○ Low agility of organization data usage, slow product development

2. Reputational

○ Lower consumer trust, potential revenue

3. Regulatory risk
○ Mid-single-digit millions for several FS&I companies in the EU in the last 12 months

18 Biggest GDPR Fines of 2020 & 2021 (So Far) | Updated 2021

https://www.tessian.com/blog/biggest-gdpr-fines-2020/


Data in insurance

Click the table, Can 
add or delete rows / 

columns in layout 

What is synthetic data?

Data algorithmically generated 

approximating original data, which 

can be used for the same purpose 

as the original.
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Employee ID Commute Department

0 bike engineering

1 foot commercial

2 bike data

3 bike data

4 transit data

5 car commercial

6 transit engineering

7 bike data

Data in insurance
Synthetic data generation

original data synthetic datamodel
learn sample

Employee ID Commute Department

0 transit data

1 bike commercial

2 car data

3 bike engineering

4 transit commercial

5 car data

6 bike data

7 foot engineering

approximates 
distribution or process

behind the data
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Part 2

Synthetic data 
performance 
for ML
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Synthetic data for ML applications
Where is synthetic data used in insurance?
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1. Consumer behavior
○ Churn modeling or purchase behavior analysis

    2.     Sales and marketing
○ Insurance policies and price modelling

2. Health data
○ Care pathways or outbreak prediction 

3. Risk, security, and access management

○ Facial recognition 

○ Training of fraud detection models

4. Automated claims processing
○ Computer vision



Synthetic data for ML applications
A real-life example: La Mobilière
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Context
○ Swiss insurance company wanted to anticipate the new privacy regulations 

expected in the country and implement tools to process data for 2nd purposes.

Project
○ Churn prediction models initially relied on customer data (highly sensitive, subject to 

data protection laws). The data science team needs to maintain utility.

Outcome
○ Validated the use of synthetic data to train churn models, from a utility and privacy 

point of view.

○ In less than 2 weeks, they managed to produce and use highly granular, compliant 

data that would future-proof this aspect of their data operations.



Utility Assessment
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Confirming utility

● Marginal distributions
● Conditional distributions
● Aggregated statistics
● Pairwise dependencies:

i. Correlations
ii. mutual information.

iii. Correlation ratio

=> Training of machine learning models can be performed on synthetic data with 
minimal loss in prediction accuracy.

Performance evaluation



Performance evaluation
Machine learning

Generation and evaluation of synthetic patient data
15

https://bmcmedresmethodol.biomedcentral.com/articles/10.1186/s12874-020-00977-1


Part 3

Synthetic data 
privacy
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The quest for anonymization
It all starts with a dataset
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The quest for anonymization
PII, quasi identifiers, and secrets
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Personally identifying 
information (PII) “Quasi” identifiers Sensitive 

information



The quest for anonymization
Pseudonymization
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Personally identifying 
information (PII) “Quasi” identifiers Sensitive 

information



An attacker can link pseudonymized records across other datasets to re-identify targets.

Breaking Pseudonymization 
Pseudonymization does not protect from re-identification
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Sweeney, Latanya. Weaving Technology and Policy Together to Maintain Confidentiality. Journal of Law, Medicine and Ethics, Vol. 25 1997, p. 98-110

‘Sanitized’ record, 
with sensitive data

Identifiable, no 
sensitive data

https://onlinelibrary.wiley.com/doi/10.1111/j.1748-720X.1997.tb01885.x


Learn the data generating distribution from the original data and draw samples from it.

This process breaks the 1-1 relations between original and synthetic data records.

Synthetic data as anonymization

21

inference sampling

Original data Synthetic data



● Generative models come with big capacity (i.e,. they have 

a lot of free parameters).

● These models can “memorize” data samples.

● Memorized patterns can be reproduced in synthetic data. 

Synthetic data and privacy
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N. Carlini et al. 2019, The Secret Sharer: Evaluating and Testing Unintended Memorization in Neural Networks

https://arxiv.org/abs/1802.08232


Differential privacy (DP) uses randomness to mask the presence of any particular individual in 

the input data.

Differentially-private synthetic data
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D
Dataset without my 

information

Generative 
model Syn(D)

D’
Dataset with my 

information

Generative 
model Syn(D’)

If the generative model uses DP one would 

get “roughly the same” synthetic dataset 

whether or not ‘your’ information is present 

in the input.

Parameter ε quantifies the strength of the 

privacy (smaller is better).

Dwork C.,  et al. (2006) Calibrating Noise to Sensitivity in Private Data Analysis
M. Abadi et al, (2016) Deep Learning with Differential Privacy

https://link.springer.com/chapter/10.1007%2F11681878_14
https://arxiv.org/abs/1607.00133


● It is not “black or white”. There is always a risk of 

information disclosure. If ε is small, this risk is small 

in all cases. If it’s large the mathematical 

guarantee offer little reassurance. -> Utility / 

privacy tradeoff.

● It is a worse case guarantee. The attack model of 

DP is often unrealistic. It can provide better levels of 

protection in practice. 

Understanding the ε of DP 
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Nasr et al. 2021, Adversary Instantiation: Lower Bounds for Differentially Private Machine Learning

https://arxiv.org/pdf/2101.04535.pdf


Measuring privacy
How can we prove compliance?

25

A working anonymization technique must protect against:

● Singling out: the ability to isolate some of the records which identify an individual.

● Linkability: the ability to link 2+ records concerning the same data subject.

● Inference: the ability to deduce value(s) of a set of attributes.

We follow three directions as guidelines to develop privacy evaluations that complement the DP 

guarantee of the synthetic data. 

Article 29 working party, Opinion 05/2014 on Anonymisation Techniques

https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf


Statice Privacy Evaluations
Linkability analysis
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Detect synthetic records that could be linked to original records.

Article 29 working party, Opinion 05/2014 on Anonymisation Techniques
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Original crowd Synthetic crowd

Suspicious

Not suspicious

https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf


Statice Privacy Evaluations
Inference analysis
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How much knowledge on specific records does an attacker gain by seeing the synthetic data?
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Private 
synthesization 

Attack score

Pr
ob

ab
ili

ty
 o

f a
tt

ac
k 

su
cc

es
s

Leaky 
synthesization

Attack score



Synthetic data and privacy
Takeaways
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● Synthetic data is a promising technology for anonymization.

● The sole fact that the data is synthetic does not mean that it’s private.

● We can combine SD with differential privacy for state-of-the-art privacy protection.

● Additionally, we assess the privacy of the SD along with the directions of the GDPR.
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Dive deeper

Click the table, Can 
add or delete rows / 

columns in layout 

Read & watch

Read more: 

● Statice’s blog

● On privacy matters: “The Machine Learning Revolution in Data Privacy”, V. Shmatikov | “The 

Algorithmic Foundations of Differential Privacy”, C. Dwork, A. Roth | “Deep learning with 

differential privacy” M. Abadi et al

Watch more: 

● [On-demand] Synthetic data generation methods - Statice webinar

Learn more 

● [On-demand] Statice technical white paper 

● Evaluate Statice: book a demo with us

 
29

http://www.statice.ai/blog/
https://www.youtube.com/watch?v=OPrNihAtJHs
https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf
https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf
https://arxiv.org/abs/1607.00133
https://arxiv.org/abs/1607.00133
https://www.statice.ai/webinars/exploring-synthetic-data-landscape-and-technical-solutions
https://www.statice.ai/resources/guides-whitepapers
https://www.statice.ai/evaluate-statice
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